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CHALLENGE 01 - PUZZWORD 

this challenge shows an image of some letterpuzzle and we notice, that some stuff actually is 
missing. ACEHKRZ – this is an anagram and can be rearranged to HACKERZ. entering this in 
lowercase characters will reveal our first egg. 

  

hacking for babies 

 



CHALLENGE 02 - IT'S IN THE MEDIA 

in this challenge we can see an egg already, but its not scannable. also there is the word "NO" 
visible in the QR code. looking at the page source, we can see this hint: 

 

using an online converter (http://jdstiles.com/java/cct.html) i ran fromCharCode() on it and 
revealed: 

 

ok then.. lets check this in chrome. i opened the QR with "inspect element" and noticed, that its 
all made up with html tables (<td></td>) and uses CSS to colorize them. there are different 
classes (i3, o2, x5).  

here i just played a little and changed the colors from the classes in the inspector. the class x5 
will complete the QR code when we set it to black (#000)  

and here we got our egg: 

 

 

 

  

http://jdstiles.com/java/cct.html


CHALLENGE 03 - LEGO STEGO 

ok this challenge took me some time, but just because i keep overcomplicating the things. we are 
given a file with lxf extension. google will help us to find out, that this is a lego designer file.  

we can download the application here: http://ldd.lego.com/en-us/download/ and we can open 
and edit the given file with it. 

here i thought, that i have to make my own QR code in lego from the stones that are given. i 
pressed F7 for the builder mode, which created an animation how to build this lego image. 
watching a part of it, i noticed that there are some black stones hidden under the white ones!  

nice... now it was easy. i just removed the upper layer of the image with the multi selector tool 
and voila: a scannable QR code. 

 

 

 

http://ldd.lego.com/en-us/download/


CHALLENGE 04 - TWISTED NUM63RS 

In this mobile challenge we are given some different numbers in various formats. The goal is, to 
order them ascending.  

With the help of some online converters and google, I made up the solution which looks like this: 

 

  



CHALLENGE 05 - PHONE FUMBLING 

this is a mobile challenge, which wants us to use the phone sensors to make all bars appear full 
in the hacky easter app. 

 i checked the disassembled iphone binary and i have found these indicators: 

 

some motion sensors are in the game 

 

and some battery level is checked too 

I just charged my phone while doing other challenges and then i ran the app, moved the phone 
around but it didnt work.  

i decided to check it out later and just put the iphone horizontally on my desk – then a funny 
thing happened: 

without doing anything, the phone solved the challenge alone and the QR code appeared 

 

i actually dont know what this challenge really required. lol. 

 

  



CHALLENGE 06 - HACK TO THE FUTURE 

In this challenge we are given a code – which we can identify rather quickly - a morse code.  

dah-dah-dit dit dah-dah-dah di-dah-dit dah-dah-dit dit dah-dah dah-di-dah-dit di-di-dah-
dit di-dah-di-dit dah-di-dah-dah 

to convert it, we can search and replace "dah" with a dash and "dit" and "di" with a dot.  This will 
give us this morse code, which we can translate online: 

 

the input box tells us to use lowercase only but when enter the key, we get a time error message 

 

in the html source code, we can see that this is verified on the client side and therefore I just set 
my computers date three months to the future and when I resent the code, it gave me the correct 
egg. 



CHALLENGE 07 - VISTA DE LA CALLE 

this is another mobile challenge which offers a 3D view of an aera. we have to find the qr code by 
traveling through these locations. since i already dumped the mobile app from my iphone and 
had full access to all files, i have found this qr code without even trying to solve this challenge. 
the qr code is in the quito2_u.jpg file, but its not clear enough to scan. 

 

no problem sir. in paint.NET i cropped the qr code, then changed colors to black and white, 
selected automatic corrections and contrast to 100% - now it looks much better! 

  



CHALLENGE 08 - SPREAD THE SHEET 

from the screenshot of this challenge, we can see some online spreadsheet. the first thing that 
came in my mind was google drive. i opened an already existing spreadsheet from my google 
account and changed the spreadsheet id to the one from the challenge: 

 

nice. now we just have to rearrange the rows and columns to make a proper QR code. for that i 
have copied everything to my local excel, because it was easier to order there. 

first i ordered the rows with the normal order function in excel and then i changed to a user 
defined ordering, to sort the columns. in the end i changed the width of the cells to 2 and had my 
QR code nicely fixed. 

  



CHALLENGE 09 - FISHEYE 

this challenge wants us to find a hidden egg in the mobile app.  

actually its the first visible egg for everyone who launches the mobile hacky easter app. its the 
splash screen – at least on iOS.  

since i have copied and decrypted the app from my iOS device already, it was easy to get the 
image with a file explorer.  

from the "Hacky Easter.app" i just opened the LaunchImage.png (various sizes available) but 
the qr code was distorted – so, lets undistort it in photoshop!  

 

i just selected an aera around the qr code, from the filter gallery i have chosen the distorsion 
filter and there i have set the level to minus 40.   

not perfect, but this made the qr scanner happy. 

 

  



CHALLENGE 10 - THUMPER'S DEN 

this easter egg alike challenge was actually pretty easy, but still took me a while to find. it gives 
us a hint about a hidden egg which Thumper himself has bagged. the only way to find something 
related a different person on the site is the egg basket. we can therefore check everybodys 
basket by just changing the name.  

now guess what we can find when checking Thumper's basket? 

 

 

oh nooo you have found my bagged egg! 

  



CHALLENGE 11 - YOU'VE GOT MAIL 

for this challenge we get some sortof mail files. a few files are zipped up and we can assume they 
are inbox or mailclient related things.  

i simply opened the "inbox" file in ultraedit and scrolled down until i have found an attachement 
encoded in base64: 

 

then i just converted this base64 to binary and named it signature.zip. opening this zip revealed 
the egg 11. 

 

 



CHALLENGE 12 - THIS IS JUST A TEST 

this challenge wants us to pass some online test, but the fields are not allowing the correct 
answers. also we have to find the correct answers to these questions. 

 nmap is the portscanner 

 revocation is the missing word in CRL 

 we need N*(N-1)/2 (4950) keys for 100 people to use symmetric encryption 

 sha2 allows bitsizes of 384 and 512 

 kerberos uses port 88 (UDP) 

 success must be set to true 

to send in my answers, i have used the hackbar addon in firefox: 

 

 



CHALLENGE 13 - LEET TV 

this challenge shows us a video with a lot of QR codes. since its a quite long video, we cannot just 
scan all QR codes manually and the ones i have tested, didnt work. 

so lets just extract all the codes and scan them all to see if we can find something interesting. it 
looks like the code changes each second and we can use some command line tools to get all of 
them. 

i simply used ffmpeg (https://www.ffmpeg.org/download.html) to extract an image of the video 
on every second with this command line: 

ffmpeg -i leettv.mp4 -r 1 -f image2 image-%3d.jpeg 

this resulted in 900 images – all with a different qr code. now we just need to scan them all – 
another command line utility will help us here: ZBar (http://zbar.sourceforge.net/index.html). 

on windows we can use this simple commandline to scan all files at once and capture the output 
in a new file: 

forfiles /m *.jpeg /c "cmd.exe /c zbarimg.exe @file" | find "QR" >>codes.txt 

 

oh.. a lot of qr codes.. now what? a quick scroll through them revealed something special 

 

this URL will redirect us to this file: 

http://hackyeaster.hacking-lab.com/hackyeaster/leettv_qbEtJZKLTLB3jByIWSpE.wav 

https://www.ffmpeg.org/download.html
http://zbar.sourceforge.net/index.html
http://hackyeaster.hacking-lab.com/hackyeaster/leettv_qbEtJZKLTLB3jByIWSpE.wav


but this sample sounds like its reversed. i used some wav editor (sound forge) to reverse it back 
and then a voice told me "eight fourty two" –we can also find a hint about reversing it, if we open 
the wav in a hex editor. 

now we can play our video and pause it on the position 8:42 – this is our egg for this challenge. 

 

quite a nice challenge actually. i liked it! 

  



CHALLENGE 14 - WISE RABBIT'S RETURN 

we are not getting a QR code this time, but we get a barcode. now what? lets scan this with an 
online barcode reader: 

 

and now lets just make a QR code from the result 

 

scanning this with the hacky easter app, solved this level straight away. 

  



CHALLENGE 15 - PHOTO SHOOTING 

in this challenge, we should take some snapshots of something and actually i have found two 
solutions to find the qr code.  

the first – probably the correct way – is to make some pictures with the hacky easter app and 
trying to get some different colors on the images. from time to time a half QR will appear, but 
mostly rick astley messes up our pictures. i opened some different colors in google images and 
captured it until the second half of the qr code appeared. then i used photoshop to merge them. 

the other solution is ways better and faster: 

since my iphone is jailbroken, i was able to disassemble the hacky easter app and to follow the 
code. for this challenge i simply ran strings.exe on the binary and it gave me a list with some 
suspicious big base64 encoded strings. i converted them and one string gave the rick astley foto. 
the other one was double encoded with base64 and resulted in the qr code for this challenge. 

 

strings output: 

 

  



CHALLENGE 16 - GHOST ROOM 

on this challenge i was stuck a while, because i simply overlooked the lamp on the challenge 
page.  

 

i only found this, when i was looking through the .js files from the webpage to solve a another 
challenge. my eyes simply did not see this. after finding the lamp, and switching to dark mode, a 
crypto code appeared in the ghost room. also there was a nice hint about GOST – which is a 
blockcipher.  

i just used an online decoder (http://www.tools4noobs.com/online_tools/decrypt/) to quickly 
decrypt it with the word from the image (spooky) and the egg URL appeared immediately. 

 

  

http://www.tools4noobs.com/online_tools/decrypt/


CHALLENGE 17 - SPOT THE DIFFERENCE 

here we are given two images and we have to find the differences. i was stuck here quite some 
time, because i went the wrong way. first i coded a python script that collected the differences in 
a new file. actually the bytes only had a difference of "1" in the second file, but not everywhere.  

first i thought this is something in binary, but it was not. of course i tried to layer the images in 
an image editor and i even did the correct thing, but was not able to see the resulting image on 
the first try. later i just tried it again and the same thing worked. bah.  

how to fix: open both files in paint.NET and use them as layers. then select layer properties and 
change mode to XOR. this gave "something" but first i did not recognize it. but when i looked 
harder, i was able to see a face with glasses in this XOR'ed image! but how can i reveal it 
completely? or did i maybe some mistake? just to try something, i merged the layers and 
selected corrections, automatic in paint.NET (ctrl+shift+L) and it revealed the image instantly! 

 

 



wow. wtf is going on? hello agent xor! this is amazing! and hey there is even a qr code in his 
glasses. but.. its not scannable. argh. 

 

here ive lost some time again, because i tried to correct the qr code manually, but this didnt 
work. this is somehow modified, but how? how would agent xor modify it? xoring of course but 
with what? wait.. if we look closely at the qr code, we can see that it contains a round shape of 
modification. uhh... the other glasses eyes matches this! lets try something. i changed the colors 
to black and white and copied the qr code over the eye on the image in a new layer, again 
selecting XOR for the layering. this looked better, but not scanable yet. but then i played with 
brightness and contrast, set both to the max for both layers and the qr code appeared cristal 
clear! 

 

 

this was a very nice challenge! 

  



CHALLENGE 18 - SHARKS ON WIRE 

this challenge gives us a pcap file and an address to a webpage. when we try to access it, we are 
asked for credentials – a typical basic authentication popup. lets see what we can find in the 
pcap then. first ive put a filter for http which revealed already some interesting info. 

 

by selecting the first entry and then right click, follow tcp stream, we can quickly find the basic 
auth info: 

 

this is just base64 and decoded gives us a login: sharkman:sharks_have_j4ws 

ok, with this info, we can pass the first check but then another login window appears. now this is 
a form based login and therefore it will post to the webpage. just lets go back to the http filtered 
wireshark and check for a post request. 

 

nice, there is one. lets follow this stream. in the end of this stream, we can find some other 
credentials: 

 

there is a hash, but we cannot crack it. no problem, since the hash is made up on the client 
(clearly visible in the page source code) we can simply resubmit it to login successfully. 

 

this is another case for the hackbar addon in firefox. 



 

just execute this and the egg for this level appears. 

CHALLENGE 19 - CUT'N'PLACE 

this challenge was the latest for me to solve. i knew that i was overcomplicating it and also i had 
the feeling, that it must contain certain words from the image. i have tried some online anagram 
solvers and other stuff, but nothing helped. actually it was rather easy, but it was non-digital and 
therefore somehow different thinking. 

the main idea which helped me, was to arrange the paper strips in a way, that there no special 
characters appeared anymore. from there it was easy and when i saw the first word "paper", it 
was easy to finish. here is the correct solution: 

 

paperstrips made by shredder. oh dear.  



CHALLENGE 20 - LOTS OF BOTS 

think like a bot – this message already gives a hint about the robots.txt file from the hackyeaster 
webpage. lets check it out: 

 

so there is some hidden path, but no file extension. the most logic thing was to try .html and 
other webpage formats on this path. this somewhat worked, but i always got redirected to 
wikipedia – even faking my user-agent to EasterBot.  

then i checked with live http headers addon in firefox, but i didnt see any 302 redirection. this 
made me think, that there is no serverside redirection. hmm... better lets download the file with 
wget or curl then. 

 

now the source code contained some javascript fun: 

 

this eval executes: 

if (!(navigator.userAgent === 'EasterBot')) { location.replace('http://en.wikipedia.org/wiki/C-
3PO');} 

ok now we know why the fake agent didnt work. the user agent faker do only change the agent 
in a request to the remote webpage, but not locally and javascript checks it without needing a 
request – its client side executed. 

but wait.. there is more.  

what about this robotbg.jpg? 



 

what? i dont understand a word at all. but after some googling it turned out to be roila – a robot 
interaction language. haha very funy. with the help of a vocabulary (http://roila.org/language-
guide/vocabulary/) i was able to translate it to: 

you must make word of addition two and two - this be name of page 

ok so we need to open a page with the name four.html – again with wget i downloaded it and 
checked the source code – else i would have been redirected again. 

 

a new image appeared but this time with no helping message. but wait... there is something in 
meta name: 

Robots talk in ROILA language: eman egap eht esrever tsum 

not a robot language anymore. this is just reversed: must reverse the page name 

ok so i downloaded ruof.html (first didnt work, because i made a typo) with wget and checked 
the source code. this time we can find the egg for this level: 

http://hackyeaster.hacking-lab.com/hackyeaster/bots/egg_20_j5fir8U6g8.png 

  

http://roila.org/language-guide/vocabulary/
http://roila.org/language-guide/vocabulary/
http://hackyeaster.hacking-lab.com/hackyeaster/bots/egg_20_j5fir8U6g8.png


CHALLENGE 21 - CONY CODE 

this challenge took me some time to understand. not because its very difficult, but i did not get 
the idea in the beginning. i noticed that the colors all are pretty straight – means always using 
maximum range of RGB values.  

 

blue: 00 00 ff 
red: ff 00 00 
yellow: ff ff 00 

and so on. we are given only one hint: blue is 110 – this obviously is binary but it took some time 
until i realized, that its the same number, but the other way around. means FF = 0 and 00 = 1 

110 = 00 00 ff 
001 = ff ff 00 

using this scheme we can now decode the image – from top left to the right and then each line. if 
we check each 17th pixel, we will hit each color once. this time my language of choice is vb.net. 

 



the result of this color converter gave me this binary string: 

0110100001110100011101000111000000111010001011110010111101101000011000010110001101101011011
1100101100101011000010111001101110100011001010111001000101110011010000110000101100011011010
1101101001011011100110011100101101011011000110000101100010001011100110001101101111011011010
0101111011010000110000101100011011010110111100101100101011000010111001101110100011001010111
0010001011110110100101101101011000010110011101100101011100110010111101100101011001110110011
1010111110011001000110001010111110110101000110111011001110011011000110111010110100010111001
110000011011100110011100100000111111111111 

then i added some super leet converter code to my application and converted the binary to ascii. 

 

and here is the solution: 

  



CHALLENGE 22 - HASHES TO ASHES 

in this challenge we are given some hashes and we have to crack them. we dont know the exact 
hash algorithm used, but we can guess it since it can only be MD5 or SHA. 

i have used crypttool to convert these hashes into hex string format. then i have used 
cudaHashcat64 to actually crack them. here is how i did it for the different hashes: 

1. this hash has 160bits and must therefore be SHA1. in hashcat i have used a custom 
charset, since the hint tells us that not all numbers are used. the commandline that i have 
used was: --hash-type 100 --attack-mode 3 --custom-charset1 0179 
?1?1?1?1?1?1?1?1?1?1?1?1?1?1?1?1 
and the solution is ada2eeebe7809857a57f6fee4b2ffaee24eae7b1:1199019170177790 

2. this hash has 383bits and we can assume it is SHA384. i did not understand the hint, but 
using some wordlists solved it for me quite quickly. the commandline was just --hash-
type 10800 with a wordlist (not the given one) and the file with the hash. the solution is 
6bbf7528d9dd2959a7afb37898425f67555f67f677987cae7e86210a2c8a0dbdfc248ec2d
7b24010f440badc2223b4b5:hopelessly 

3. the third hash has 128bit and must be MD5. the hint tells us about the format which is 
not so easy to reproduce in hashcat but we have a wordlist and can modify it to make it 
better. for that i have used john with rules (john --wordlist=wordlist.txt --rules --stdout | 
unique mangled.lst) and then another rulefile in hashcat. the syntax was --rules-file 
best64.rule hash3_md5.txt mangled_wordlist.txt and the result is 
b80814c5e0f386b0637163fd8afea929:Disc0very.5 

4. the last hash has 248bits and must be SHA256. we know that this is a long word made up 
from four words out of the wordfile. to prepare some good wordlist, we can use the 
hashcat utils (https://hashcat.net/wiki/doku.php?id=hashcat_utils) which offer a 
combinator.exe. with this i made a combined wordlist from the given one. then i have run 
a combiner attack in hashcat with the combined wordlist. syntax: --hash-type 1400 --
attack-mode 1 hash4_sha256.txt combined_wordlist.txt combined_wordlist.txt and 
the solution is: 
9791cbe0ae919a0330994a2d6ba26b8f0c3a1da15c73bce5fca39495881a6c90: 
enginebulbgoatimportant 

actually all hashes were cracked really fast (just some seconds) using the correct preparations 
and tools. now i had all hashes cracked and entering the solutions on the webpage showed me 
the egg for level 22.  

 

 

https://hashcat.net/wiki/doku.php?id=hashcat_utils


CHALLENGE 23 - BEAT THE NERD MASTER 

this challenge asks us to connect to hackyeaster.hacking-lab.com on port 1400 and send some 
insults like in the classic monkey island game. we are given an example insult and we can start to 
collect all questions and answers.  

i made up a little python script first, that connected a few times and sent always the same insult. 
then i saved the insults from the server in a text file. after that, i sent all collected insults and 
saved all corresponding answers. 

now i had all possible combinations and just needed to write a code, that sends random insults 
and answers with the correct phrases when the server asks for it.  

my python solution was not so good, but i managed to get the qr code with it.  

just because i was not satisfied and i wanted to try something different, i recoded the solution in 
C#. i have used a dictionary to lookup the combinations and after using one, my code removes it, 
because the server doesnt like the same insults more than once.  

here is the dictionary with all insults: 

 

 

 

 



 

and here is the C# code that beats the nerd master every time: 

 

 



CHALLENGE 24 - SHAM HASH 

Crypto Chiefs Ltd developed a pretty weak hash algorithm and we should try to find a string for 
the given hash. the weakness is obviously: the hash length is reduced and therefore collisions 
can be found rather quickly. this time im doing some python, because pycrypto offers us all 
needed hash algorithms and itertools some good bruteforce stuff. 

 

 



CHALLENGE 25 - JAD & IDA 

finally a reverse engineering challenge! but it also needs some java reversing. bah. luckily its not 
very complicated and we can - like the title suggests - use our well known tools IDA and JAD. 
actually i have used jd-gui (http://jd.benow.ca/) to decompile the java code.  

 

from here we can see, that it loads a DLL and runs some fancy functions in a loop on our input. 
then it compares it to a hardcoded string and if matched, decrypts the file s3cr3t.bin. the 
functions Shizzle and Fizzle are in the DLL and we have to check them with IDA. Shizzle actually 
just looks like a string reversing function and Fizzle does some different sort of thing.  

 

we can maybe reverse this math or we simply notice, that it does the "encryption" byte for byte 
and not in a block. this means, we can send single bytes into the algo and compare the result 
with the hardcoded string. this makes a bruteforce attack in a loop pretty easy. this time i have 
chosen assembly to solve this challenge because its easy to load the dll and call the functions 
without knowing what they really do. yay! 

first i have recoded the two functions from the java code. good for me that they were not so 
advanced.  

rizzle just converts the case of the characters – like – if lowercase, make it upper and the other 
way around.  

http://jd.benow.ca/


bizzle increments each character of the string until it it reaches "Z" or "z" and then switches it 
back to "A" or "a".  

in assembly these functions look like this (not optimized, just recoded from the java snippet) 

 

now i just made up a buffer with characters lower than "0". then i increment the character at the 
desired position until it matches the encrypted character at the same index. 

 

then i just needed some code to load the dll and get the function offsets. a little loop to scan all 16 
characters and a little messagebox to display the result. just for easier handling, my solution 
copies the result in the clipboard after closing the popup message.  



 

 

and here we go: 

 

  

 

oh yeah.. this is borland tasm 5 code – oldschool but still working on modern OS! 

  



CHALLENGE 26 - CLUMSY CLOUD 

this is supposed to be a mobile challenge, but actually i was not able to make up something from 
the info that i have got on my mobile phone. we can see the key and we also find out the crypto 
parameters when looking up the numbers from "h" and "e" parameters in the 
passphrase_backup.txt (AES, SHA1). but we dont really know how this all works together. 

in my case i did disassemble the app (iOS) in IDA to understand how it really works. to do that, i 
had to dump the binary on my iphone with Clutch. this is only possible on jailbroken iOS.  

 

later we can see, that it does download a egg_26.png from the hackyeaster server, but we have to 
decrypt this stuff to get the exact path. recoding this in objective-c is not an easy task and also 
translating it to python or some other language is not trivial. i dont own an android device, but i 
actually used an apk downloader to have a look at the android binary (http://apk-dl.com) – 
android stuff is based on java and we can get a better overview of whats going on there. 

to decompile the apk i have used AndroChef decompiler from this website: 
http://www.neshkov.com/ac_decompiler.html   

i was able to find the same code from the iOS binary in the Activity.java file: 

 

now this is much easier to understand and its also clear that we can code a little bruteforcer that 
just tries every PIN until we get something in cleartext.  

first i thought, its easy to recompile this, but JAVA I HATE YOU @#°§¬|¢)(/&%ç*" 

 

http://apk-dl.com/
http://www.neshkov.com/ac_decompiler.html


i spent more time in finding a good base64 code and compiling this, than actually cracking it.  

 

i obviously stripped all unnecessary code and added some error handling. this way, it will only 
print something, when the decryption worked. i could have added some character checking 
code, which only prints it when it contains ascii chars, but it worked very well like this.  

 

entering the PIN 7113 in the mobile app downloads the egg_26.png. rock n roll! 



CHALLENGE 27 - TOO MANY TIME PAD 

in this challenge we are given a ciphertext and the information, that a one-time-pad was not 
used properly. we can assume that all crypto texts are encrypted with the same key and we also 
know, that it does only contain lowercase letters and spaces.  

so lets just make a script which xor's every byte of the same position in the crypto text with the 
same random byte and then check the result for lowercase letters and spaces only. i did this in 
ruby with the help of a simple regex. only results of all decrypted ciphertexts that contain letters 
and spaces only are printed out. 

 

and here is the result of my script (notice my leet hacker shell): 

 



nice! we have collisions only on the first byte and because the ciphertexts are not all the same 
length, we are missing some bytes in the end - but lets go on. 

now i added a decrypter to my script which uses these discovered bytes to decrypt the codes. for 
the first byte i just tried manually all candidates until the cleartext made sense- it was the 0x05 
byte: 

 

 

from here, we are able to calculate the missing bytes in the end, but we actually dont even have 
to. the last missing characters are guessable:  

ipadyoupadweallpad 

H A P P Y  E A S T E R  

thanks PS for this awesome event. this was super fun. i have for sure learned some new things 
and this event kept me busy for some days! too bad its already over. 

sadly, i was only the second person that finished all challenges (damn you paper challenge) – M. 
was faster again – like in 2014.  

anyway enjoy my solutions and see you next year! 

 


